Bondades de Usar Zabbix

*Monitoreo Profesional para tu
Infraestructura

ZABBIX



ZABBIX

iQué es Zabbix?

* Plataforma de monitoreo open-source.
* Permite supervisar servidores, redes, aplicaciones y servicios.
* Escalable para pequefas y grandes organizaciones.
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Ventajas Clave de Zabbix

100% gratuito y open-source.

Altamente escalable.

Amplio soporte de agentes y protocolos (SNMP, IPMI, SSH, API).

Alertamiento avanzado.
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Monitoreo de Servidores

Ejemplo:
* CPU, RAM, Disco, Servicios.

* Detectar sobrecargas antes de que afecten al servicio.

Linux Serves Windows Serves
Host name CPU_Utilization Available HD % HD Space Total RamUsage Total RAM_Memory Processes  Host name CPU_Utilization Space: Used, in % HD Space Total RamUsage Total RAM_Memory Proc
Z rver |l 13.69 % B.77 % 245.02 GB 93.23 % 62.55 GB 108 SCA 1 0.53 % 14.09 % 290.91 GB 17.16 % 15.86 GB {
TEST | ] 10.62 % 15.00 % 24502 GB 85.00 % 62.55 GB 49 Contpag | 0.44 % 43.09 % 424 50 GB 4415 % 7.86 GB 1
Sll_Server ] 2.02 % 7410 % 913.81 GB 2590 % 7.61 GB 184
AWS WEB ] 0.04 % 9113 % 155.04 GB 8.87 % 777 GB 131

oA L4
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Monitoreo de Red

Ejemplo:
e Switches y routers SNMP
 Graficas de trafico en tiempo real

Switch
Host name Version System Uptime PING_LOSS Ping Ping_Response
Cisco_SW BIBLIO 1 15.2(2)E7 99 days, 22:59:36 0.00 % Up (1) 0.73ms
Cisco_SW_SITE_A 1 12.2(25)SEE2 22 days, 08:44:23 0.00 % Up (1 0.54
NetUpzPfsense SRR A 25) avs P ms
300 Mbps Cisco SW SITE A 2 15.2(2)E7 22 days, 08:42:20 0.00 % Up (1) 3.76ms
Gisco SW SITE A 3 1694 167 days, 16:15:05 000 % Up (1) 143ms
250 Mbps Cisco_ SW SITE A 4 12.2(55)SET 22 days, 08:42:53 0.00 % Up (1) 0.83ms
200 Mbps Cisco_SW _SITE_A_Auditorio 15.2(2)E7 54 days, 22:54:12 0.00 % Up (1) 0.63ms
Cisco SW SITE B 1 12.2(55)SE7 431 days, 18:38:26 0.00 % Up (1) 0.96ms
150 Mbps Gisco_ SW SITE B 4 12.2(85)SET 431 days, 18:40:18 0.00% Up (1) 0.56ms
\q Cisco_SW_SITE B _CCB4 12.2(55)SE7 11 days, 18:14:54 0.00 % Up (1) 0.74ms
100 Mbps
Cisco_SW_SITE_C 1 15.2(2)E7 54 days, 22:54:22 0.00 % Up (1) 0.64ms
{
50 Mbps ‘ Cisco_SW_SITE_C 2 15.2(2)E7 22 days, 08:41°45 0.00 % Up (1) 0.94ms
Cisco SW_SITE LT1.1 15.0(1)SE2 54 days, 22:57-40 0.00 % Up (1) 0.83ms
0bps - . Ly
1-1912:36AM  11-190528AM  1M-1910:19AM  11-190311PM 11-19 08:02 PM Cisco_SW_SITE LT2 1 12.2(50)SES 54 days, 22:56:27 0.00 % Up (1) 0.63ms
= NetlpzPfsense: Inte... == NetUpzPfsense: Inte... == NetUpzPfsense: Inte... == NetlUpzPfsense: Inte.. Gisco_SW_SITE_LT2 2 12.2(50)SE5 54 days, 22:5654 0.00% Up (1) 0.55ms
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Alertas Inteligentes
Ejemplo:
* Enviar un correo/Telegram si un servidor supera el 80% de CPU.
 Enviar un correo si un enlace se encuentra caido.

Problem: Interface Gi1/0/2(Troncal Auditorio): Link down

informatica@upz.edu.mx
parami =

Problem started at 14:14:33 on 2025.09.02

Problem name: Interface Gi1/0/2(Troncal Auditorio): Link down
Host: Cisco SW_SITE_A 1

Severity: Average

Operational data: Current state: down (2)
Original problem ID: 51465027
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Paneles y Visualizaciones

» ¢ Dashboards personalizables

o Graficas historicas y tiempo real

Current problems
Time »
08:38:01 AM
08:32:34 AM
08:25:52 AM
08:15:58 AM

08:13:38 AM

08:09:59 AM

08:02:14 AM

08:00

07:57:06 AM

N7-40-17 AM

Info Host Problem = Severity Duration
Cisco SW SITE LT2 1 Interface Fa0/38(): Link down 13m 58s
Cisco_SW _SITE LT2 2 Interface Fa0/3(): Link down 19m 25s
Cisco_ SW _SITE_A 4 Interface Fa0/17(): Link down 36m 1s
Zabbix server Utilization of housekeeper processes over /5% 38m 21s
Cisco_SW SITE A 4 Interface Fa0/13(): Link down 42m
Cisco_SW SITE LT1 1 Interface Fa0/10(NODO cc_It1 ): Link down 49m 45s
Cisco SW SITE A Audit ' Interface Gi1/0/10(nodo_aulas): Link down 54m 53s
orio
Zahhiv saner I nad avarana iz tan hinh fner CP1 Inad aver 1 & far Bml 1h 2m 47
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Update Actions Tags

Update
Update
Update
Update

Update

Update

Update

Update

I Indate

component: internal-pr...

component: network
component: network | description: NODO cc.___

component: network | description: nodo_aulas
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Monitoreo de Aplicaciones
Ejemplo:

* Estado de MySQL.
* Latencia de API. o, B
* Disponibilidad de sitios web. y 4}/ s

Address: 201.131.236.90
CPU load: *UNKNOWN®

Memory available:5.65 G&

* Mapas.

raffic
raffic out-14 4 Kb
/_SITE_A_Auditor Cisco_SW_SITE_A_1
lmrﬂmﬁ!lclw(nodo aulas): oK
7 problems:

Cisco_SW_SITE_LT2_1
menm Fa0/38(): Link down
21 problems §

i / (" ¢
o
h
XA "
Unlvg‘r‘s_ld‘éd'Polltecmca
e Gl > =
/iSO SW_SITE_LT1_1 0() Llnk down i(ialecasx‘

Interface FiO/W(NODO cc_lt1 ): Link down. o fic in:59.76 Kbps

b

R R
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Alta Disponibilidad

Ideal para campus o empresas con multiples sucursales.
Ejemplo:

* Universidad: Monitoreo de laboratorios, servidores y ancho de
banda.

* Empresas: Monitoreo de switches, WAN, VPN y servicios criticos.
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Ahorro Operativo

* Detecta fallas antes de que impacten a usuarios
* Reduce costos por tiempo fuera de servicio

COmo se usa Zabbix en el sistema Red de un operador de pay TV

de TV & triple play ®
4
* Integracién de dispositivos de procesamiento de & et . o,
video a través de SNMP, / ez \ D
T — — T —

* Revision de status de procesos, configuraciones, s @m 6% O ‘<|:J
* Tipo de dispositivos com SNMP:

* Receptores satelitales de video, Qﬂ'—@

* Encoders,

* Dispositivos de red L2, L3y L4
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Seguridad

* Alertas por puertos abiertos, uso inusual de red, disponibilidad de
firewall.

Action log

2025-04-04 102915 AM BiOCKING SRBCHATS AT 2RO 3N SUNCats Command:
ubuntu-chent sudo pratles 121122 141 -m recent ~name BLOGUEADOS ~zet - DROF
Blocking aRackers with Zabbix and suricala Command E
[MaF LTRSS s0t 4 DROP

102824 AM B0cking slackers with zabbo and suricats Command

ubuntu-chent su

A INPUT -5 194023 DROP

2025-04-0 S Wit zabbix Command: E
ubunty-chen AINPUT -5 38 203 210 195 -m recent ~name BLOQUE et DROF
2025-04-04 102812 AM BiOcking aRackers with ZAbD( aNG suicata Command:

ubuntu-chent sudo plables 199 -m 1ecent —name BLO

ADOS --s6t 4 DROP

2025-04-04 1

BI0CKING SMBCHENS With 20000 NG SrKaLa Command
ubunty-chant 5Udo ptables -A INFUT

216.150 187 -m recent ~name BLOGUEADOS et -) DROF

Blocking aftackers wih zabbix and suricata Command

ubuntu-chent sudo ptables -A INPUT 0S ~set 4 DROP
Blocking 3 W ZAbDIX AN0 SUKCats Command

ubuntu-chent sudo pladles -A INPUT 203 211 130 -m recent ~name BLOOUEADOS ~set 1 DROP
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Integraciones

* Slack, Telegram, Teams, Webhooks
e Compatible con automatizacion DevOps
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Tiempos de Resolucion Menores

* Vista temporal detallada
* Logs y métricas en un solo panel
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Personalizacion Total

* Plantillas personalizadas
* Triggers basados en expresiones logicas
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¢ Por qué elegir Zabbix?

* Robustez
* Comunidad global

* Facil integracion y ampliacion

Cierre

e Gracias por su atencion.
* Preguntas?
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