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Motivation

€ User feedback
€ Growth of flathub
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What do parental controls do?

Parental Controls = x

Bob McBobberson Test

Application Usage Restrictions

Restrict Web Browsers .
Prevents Bob McBobberson from running web browsers. Limited
web content may still be available in other applications.

Restrict Applications
Prevents specified applications from being used by Bob McBobberson.

Software Installation Restrictions.

Restrict Application Installation
Prevents Bob McBobberson from installing applications.

Restrict Application Installation for Others
Applications installed by Bob McBobberson will not appear for other

Application Suitability
Restricts browsing or installation of applications | All Ages -

to applications suitable for certain ages o above.

Figure: The Parental Controls app
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What supports parental controls?

€ gnome-shell

€ flatpak

€ gnome-software

€ gnome-control-center

€ gnome-initial-setup
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Initial setup

e Aot Yo

@

About You

Please check the name and username. You can choose a picture too.

FultName v
Username | philipwithnall v -

be used to name your home folder and can't be

Setup parental controls for this user

Enterprise Login

Figure: Choosing to enable parental controls in gnome-initial-setup

rental controls ME




Initial setup

Previous Parental Controls.

Parental Controls for Philip Withnall

Set restrictions on what this user can run or install.

Application Usage Restrictions

Allow Web Browsers «
Prevents the 9 . but may sillbe available n other applications

Restrict Applications N
Prevents particular applications from being used

Software Installation Restrictions

Application Installation

Application Installation for Others
Restricts the user from nstalling applications or allusers

Application Suitability

Al Ages
Restricts the applications the user can browse or install o those suitable for certain ages

Figure: Setting initial parent controls for a non-admin user in gnome-initial-setup
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Initial setup

Previous Password Next

[ 4
~
Set a Parent Password

This password will control access to the parental controls for Philip Withnall.

Password [ | A

Mix uppercase and lowercase and try to use a number or two,

Confirm

Figure: Setting a parent password in gnome-initial-setup
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What's the uptake?

Users enabling Parental Controls in Initial Setup
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Figure: Uptake of parental controls since EOS 3.8 was released
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How do parental controls work?

Can | install WolfenDoom? Query user DB

flatpak

No, that’s way too OARS restrictions
violent for you

libmalcontent

Yes, install it
Can | override?

Figure: Parental controls architecture (restricting installation)
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How do parental controls work?

Can | run Firefox? Query user DB

flatpak

Blocklist

Yes, Firefox is not
in the blocklist

libmalcontent

Figure: Parental controls architecture (restricting installed apps)
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How can | integrate my app with parental controls?

Add OARS data to your appstream:
https://hughsie.github.io/oars/
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https://hughsie.github.io/oars/

How can | integrate my app with parental controls?

<content rating type="oars—1.1">

<content attribute
<content attribute
<content attribute
<content attribute
<content attribute
<content attribute
<content attribute
<content attribute
<content attribute
</content rating>

Parental controls in GNOME

id="violence —cartoon">moderate</content attr
id="violence —fantasy">moderate</content attr
id="social —chat">intense</content attribute>

id="social —info">intense</content attribute>
id="social —audio">none</content attribute>
id="social —location">none</content attribute:

id="social —contacts">none</content attribute:
id="money—purchasing">intense</content attril
id="money—gambling">none</content attribute>



How can | integrate my app with parental controls?

Use libmalcontent to implement internal filtering

Example code: https://gitlab.freedesktop.org/pwithnall/malcontent/-/tree/
master/malcontent-client
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https://gitlab.freedesktop.org/pwithnall/malcontent/-/tree/master/malcontent-client
https://gitlab.freedesktop.org/pwithnall/malcontent/-/tree/master/malcontent-client

How can | enable parental controls in my distro?

Compile everything with 1ibmalcontent support

Ensure all your apps have OARS metadata, and gnome-software can
access it
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What about the future?

€ Digital wellbeing
€ Screen time

€ Time limited sessions
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Screen time mockups

Q Settings = Screen Time x

T Network & Internet

Daily U
$ Bluetooth =R

Today
3hr5m e

esterday B3, ——

@ Background

A Notifications

Q search Wed shei3m
Toe B3 e—
@ Multitasking
Mon Eiiim e—
22 Applications > Sun shiam -
s shrism em—
CRis) 4 Fri Shri3m  eo——
O screen Time

Daily Usage Limit N
& Online Accounts. " O

* Sound

Daily Usage Reminder
Ce Power hows areminder when the

usage limit e ©
® Displays.

Break Reminders
& Mouse & Touchpad

Time since last break

B8 Keyboard
1hri5m
& Printers
Break Reminders.
M Region & Language . minder when the continuous usage imit has [ @)

© Accessibility
Continuous Usage Limit 1hour -

& Users

© Date & Time

Figure: Screen time mockup (Allan Day)
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Miscellany

Slide source https://gitlab.com/pwithnall/
guadec-parental-controls-presentation-2020

malcontent project https://gitlab.freedesktop.org/pwithnall/malcontent

®0G

Creative Commons Attribution-ShareAlike 4.0 International License

Beamer theme: https://gitlab.gnome.org/GNOME/presentation-templates/tree/master/GUADEC/2020

Parental controls in OME 17



https://gitlab.com/pwithnall/guadec-parental-controls-presentation-2020
https://gitlab.com/pwithnall/guadec-parental-controls-presentation-2020
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